OCTOPOXHO:
TENE®OHHbIE MOLWWEHHUKMUA!

S NMPUSHAKOB OBMAHA

HA BAC

© HABAC DABAT
BbIXOOAT CAMM

AdepucTbl Bcerga
TOPONSAT, YTO6bI

AdepucTtbl MOryT
npeacTaBUTbCS CNyX601
6e3onacHocTM 6aHKa,
HaNoroBow,

NPOKypaTypoW

JTio6o HeoXnaaHHbIN
3BOHOK, CMC unu nucbMo —

y Bac He 6b110
BpeMeHu Bce o6ayMaTb

roOBOPAT O AAEHbIrAX

MpepnaratoT cnacTtu
cbepexeHus, Nony4nTb

KOMMeHCcauuto Uin BOXXKUTbCH

noBo HAaCTOPOXUTbCA
B MHBECTULIUOHHDbIN NMPOEKT

3BOHAT
13 6aHka, nonuumm
Unu Qpyrow opraHmsauum?

PALAYIOT BHE3AMHOM
BbIrOAOU UTU NYTAIOT

CunbHble aMouun
NpUTYNNSAIOT
6auTenbHOCTb

e NMPOCAT COOBLUNTD
OAHHDbIE

3/10yMBbILLNIEHHUKOB
MHTEpECYIOT PEKBU3UTDI
KapThbl, Maponu 1 Kogpl

M3 6aHKOBCKMX YBEOOM/IEHUN

~ YBEOUTECD,

YTO 3TO HE MOLWEHHUKK!

@ HUKOIAA HUKOMY
BAXKHO! HE COOBLUAMUTE:
CoTpyaHUKKM 6aHKOB M Nonmuumn * Koppl U3 CMC
HUKOINOA He cnpawmBaioT * Tpex3HayHbli Kop, Ha 060pOTHOM
PEKBU3UTbI KapTbl, Naposu cTopoHe KapTbl (CVV/CVC)
* PIN-kop

n3 CMC, nepcoHarnbHble AaHHble
M He MpPOCAT coBepliaTh
rnepeBoAbl C Ballen KapTbl

e Maponu/noruHbl K 6aHKOBCKOMY
MPUIOXXEHUIO U OHNaMUH-6aHKY

* KOpgoBoe ClioBO
e MepcoHasibHble JaHHbIe

.
5 3 Kak 3awmTtutb ceom ¢puUHaHChI, l?b:::;Hcha”
[m] ' yuTanTe Ha fincult.info ¥ yp



OT OH/TAMH-MOLLUEHHWMKOB

Y106bl oO6paThCs A0 BawMX 6aHKOBCKUX CHETOB,
MOLUEHHUKAM HY>XXHbl BallX NepPCOHarbHble AaHHble
U PEKBU3UTbI KapT

Kakue cxeMbl MCnonb3yloT apepucTbl?

OBELLAKOT 30/10ThIE MOPbI
Onpockl 3a BO3HarpaXxaeHwe, couunansHble Bbinnatel Uau CBepXMNpUGHINbHbIe
MHBECTULMOHHBIE NPOeKThl. FapaHTUa 6bICTPOro 06oralleHus — NpusHak o6MaHa

3AMAHUMBAIOT HA PACMPOOAXA

OrpOMthe CKWUAOKW U HU3KKWEe LeHbl MOT'YT OKa3aTbCH MOLUEHHWYEeCKOoMr yJ'IOBKOﬁ

CIrEKYJ/IMPYIOT HA TPOMKUX COBbITUAX

Hanpumep, o6baBndal0T cOop AeHer Ha pa3paboTKy BakLMH, o6ellatoT BEPHYTh
AEHbIM 38 OTMEHEHHbIE PEerChl MW NpeanaraT NoNy4YUTh rocyJapCcTBEHHbIE
potauun

MACKUPYIOTCH

PBEbIprIBaKJT POk NpoAaBLOB U n0KynaTene|71 Ha nonynapHbIX cainTax oObABNEHNIA

Kak o6e3onacuTb CBOU OEeHbIrM

B UHTEepHeTe?

YcTaHOBWUTE aHTUBMPYC M PErynapHO 0GHOBMAIRTE ero

3aBeauTe oTAeNbHYO Ae6eTOBYIO KapTy ANA NnaTtexei
B MHTEPHETE M KNaaMTe Ha Hee HYXKHYIO CyMMY nepes onnarto

Bcerpga npoBepsinTe agpeca 3/1eKTPOHHOW NOYThl U CAWTOB —
OHW MOTYT OTNIM4YATBECA OT OPULUMANBHbBIX NULWL Napoil CUMBONOB

He nepexognTe No CCbli/IKaM OT He3HAKOMUEB —
cpasy yaansante COMHUTENbHbIE COO0OLLEeHWS

Hunkomy He coobuiainTe CBOW NepcoHanbHbIE JaHHbIe

Moppo6Hee o npasunax
KW6eprurueHbl g ®uHaHcoBas
uuTaiite Ha fincult.info Ly aulan A2t



@ bank Poccum

KAK SALLULUTUTDBCA
OT PULLNHTA




YKPAJIN OEHbIA?

@ 3AB/IOKMPOBATL @ HAMUCATb

© OBPATUTBCHA

KAPTY 3AABNIEHUE O HECOIMACHUHA . Bnonuuuio

C ONMEPALMEN

J SN

+ No Homepy TenedoHa 6aHka 3afBNeHne [ONKHO ~ Yem Gonblue nopei

Ha 6aHKOBCKO KapTe 6bITb HAMUCAHO:
WNn Ha odbMUManbLHOM canTe

nopapyT 3asB/eHUS,

. B TeYEHUe CYTOK nocne ~ TeM BblIlIE BEPOATHOCTD,

» yepes Mo6GuNbHOE NPUNOXeHne cooO6OLeHus O CNMcaHuuU YTO NPecTynHMKOB

« Yyepes NUYHbIA KabuHeT 2

nowmMmaloT

Ha ochmumansHOM canTe 6aHKa « HA MecTe B oTAeNeHun

« B oTAeneHnmn 6aHka GaHka

KAK OBE3OMNACUTb AEHbI'N HA CHETAX?

HUKOMY HE COOBLLAUTE:

« CPOK AeACTBMA KapThl M TPEX3HAYHbIA KOA
Ha ee o6opoTHoi cTopoHe (CVV/CVC)

» Maponn N Kodbl N3 yBeLoMIeHUH

» IOFVMH M Napo/ib OT OHManH-6aHKa

HE NYB/IUKYUTE
nepcoHanbHble AaHHbIe B OTKPLITOM A40CTyne

YCTAHOBUTE
aHTUBUPYChI Ha BCe YCTPOICTBA

Moapo6Hee o npaBunax 6esonacHoOCTU
uuTaiTe Ha fincult.info

KOLOBOE C/1TOBO

Ha3blBaliTe TONbKO COTPYAHWUKY GaHKa,
KOra camMu 3BOHUTE Ha ropsaYyio
NIMHUIO

BaHkK He KOMneHcupyeT
noTepu, ecnuv Bbl HApPYLUWIKX
npaBuna 6e3onacHoro
MCNONIb30BaHUA KapTbl

®duHaHcoBas
KynbTypa




@ baHk Poccum

KAK SALLUTUTD

CBOUTALKETbI OT BUPYCOB

BUPYCbI:

+ OTKPbIBAIOT yAa/leHHbI AOCTYN K BalleMy YCTPOUCTBY
« KpaayT NIOruHbl U NAponu OT OHNaH- U MOGUIbHOro 6aHKa

 NepexBaTbIBaloT CEKPETHbIe KOAbl U3 COO6LLEeHUIA

3anony4uB 3T1 AaHHble, KW6epnpecTynHUKH
MOTrYT NOXUTUTb BCE A€HbIr1 C BalUUX CHYETOB

KAK NMOHATD,

YTO YCTPOMCTBO 3APAXEHO?

YTO OENATD,

EC/IM HA YCTPOUCTBE BUPYC?

KAK SAWLUTUTD

YCTPOMUCTBO OT BUPYCOB?

A0

AR

Sem

T hﬂ!‘ﬁi Moapo6Hee o 3awuTe ragkeTos
E-'Erﬁ% umTaiiTe Ha fincult.info

3aBucaerT, nepesarpyXaeTca Uim oTK/Ilo4YaeTca
Camo 3aBepLuaeT paboTy NpUIoXeHUn
Moka3sbiBaeT BCN/bIBalOLWMNE OKHa

TepsieT 06beM NaMAaATH

MosBoHMUTe B 6aHK 1 nonpocuTte 3a6/10KMpoBaTh AOCTYr
K OH/TaiH- 1 MOOGUIbHOMY 6aHKYy U BCe KapTbl, KOTOpbIe
MCMONb30Basnin Ha YCTPONCTBE

O6paTuTtecb B CEPBUCHbBIN LIEHTP, YTOGbI BbI/IeYUTb ragKeT

MepeBbINycTUTE KapTbl, CMEHUTE /IOFUH U Napo/b
OT OHJ1aliH-6aHKa 1 3aHOBO yCTaHOBUTE 6aHKOBCKOE NnpunoxeHume

Ucnonb3ynte aHTUBUPYC 1 perynspHoO ero o6HoBNsnTe

He nepexoguTte no ccbinlkam OT HE3HAKOMLEB, HE yCTaHaB/IMBaWTe
nporpaMMbi Mo UX Npocb6e U He UCNONb3YyNTe YyXue hreLku

CkauumBaiTe NpuUIoXeHUs TONbKO U3 NPOBEePEeHHbIX UCTOYHUKOB
O6HOBANSAINTE OMNEePaLNOHHYIO CUCTEMY YCTPOMCTBA

MUs6erante o6wenoctynHbix Wi-Fi-ceten

®duHaHcoBas
KynbTypa



